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ABSTRACT​
​
The rapid growth of online gaming has made it one of the largest digital entertainment industries in the 
world, but also increased its exposure to cybersecurity threats. In this paper, we have performed an 
exhaustive analysis of the main causes of cybersecurity problems in online gaming, studied the most 
important security threats faced by players and gaming platforms, and evaluated the existing and 
emerging mitigation strategies. The results highlight the key drivers of cybersecurity risks as digital 
illiteracy, economic value of digital assets, weak regulatory frameworks, security-performance trade-offs 
and gaming black markets. The study also analyses game server exploits, Distributed Denial-of-Service 
(DDoS) attacks, phishing and social engineering, malware and cheat-driven infections and privacy and 
behavioural exploitation, highlighting their technical characteristics, impacts and long-term challenges. 
Comparison of the existing solutions shows that there is no single approach that is enough. But the best 
way to improve the security, resilience and sustainability of online gaming ecosystems is through a 
combination of technical safeguards, cybersecurity awareness, industry cooperation, regulatory measures 
and emerging technologies. 
 
Keywords: Online Gaming Security, Cyberattacks, Data Privacy, Phishing, Distributed Denial of Service 
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METHODOLOGY 
 
In this study, a qualitative narrative literature review was conducted to identify the main cybersecurity 
issues in online gaming and the mitigation strategies. To identify relevant literature, we performed a 
systematic search of established academic databases that provide comprehensive coverage of 
cybersecurity, computer science, information security, and online gaming research. The review is based 
mainly on the peer-reviewed journal articles, conference proceedings and recognised academic 
publications published between 2018 and 2026. In order to increase the reliability, credibility and 
completeness of the review, priority was given to literature published in high-quality peer-reviewed 
journals with strong academic impact. Earlier publications were only included if they introduced 
fundamental concepts or important regulatory frameworks that are essential to understand the topic, such 
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as the General Data Protection Regulation (GDPR). The review excluded articles that lacked sufficient 
academic credibility, duplicate studies, articles published in a non-English language, opinion articles, and 
studies that are unrelated to cybersecurity in online gaming. Thirty relevant references were identified for 
detailed analysis after screening. Instead of a statistical meta-analysis, this study used a qualitative 
comparative thematic analysis to synthesise and critically appraise the selected literature. The analysis 
was performed on three main components of the study: The causes of cybersecurity issues were analysed 
by identifying each underlying cause, explaining why it occurs, examining how it contributes to 
cybersecurity risks within online gaming, evaluating its impact on players and the gaming ecosystem and 
assessing the relationships between the different contributing factors. Security issues were analysed by 
examining the characteristics and technical mechanisms of each threat, identifying why players and 
gaming platforms are vulnerable, determining the most affected gaming platforms, evaluating user, 
financial, operational and ecosystem impacts, assessing why existing cybersecurity measures remain 
insufficient and discussing long-term and emerging cybersecurity challenges associated with each threat. 
Possible solutions were analysed by describing how each mitigation strategy works, identifying the 
cybersecurity issues and root causes it addresses, evaluating its practicality and implementation 
challenges, assessing its effectiveness in mitigating cybersecurity risks, and examining its impact on 
gameplay performance and user experience, as well as its long-term applicability within online gaming 
environments. Finally, comparative tables were created to systematically compare the identified causes, 
security issues, gaming platforms, and cybersecurity solutions in terms of their characteristics, severity, 
implementation considerations, practicality, effectiveness, and overall impact. This comparative approach 
provides a structured synthesis of the literature, allowing for a clearer assessment of the relationships 
between cybersecurity threats and their corresponding mitigation strategies. 
 
 
INTRODUCTION  
 
The size of online gaming has increased massively, making it one of the world’s largest digital 
entertainment industries, connecting millions of players through multiplayer platforms, virtual economies 
and cloud-based services. Although these developments have improved user experience and accessibility, 
they have also increased the cybersecurity attack surface, leaving players and gaming platforms 
vulnerable to ever more sophisticated cyber threats (1).  
​
Unlike traditional single-player games, online gaming involves constant exchange of personal 
information, digital assets and financial transactions, making it vulnerable to phishing, malware, 
Distributed Denial-of-Service (DDoS) attacks, account compromise and privacy breaches. While 
individual cybersecurity threats have been studied, a comprehensive understanding of their root causes 
and corresponding mitigation strategies is missing. This literature review therefore reviews the causes of 
cybersecurity issues in online gaming, analyses major cybersecurity threats and evaluates existing and 
emerging approaches for improving cybersecurity within the gaming ecosystem. 
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​
CAUSES OF DATA SECURITY ISSUES: 
 
 

(1)​ Digital Illiteracy 

One of the main human factors that leads to cybersecurity vulnerabilities in online gaming is 
digital illiteracy. It is not only the lack of ability to use digital technologies, but also the lack of 
awareness to identify cyber threats, to assess the authenticity of online interactions and to 
participate online safely. Thus, players with low digital literacy are more prone to share personal 
information, use weak passwords, click suspicious links, or download from untrusted sources, 
increasing the risk of phishing attacks, malware infections, account hijacking, and identity theft 
(2).  

Online games are interactive, and this is particularly worrying for digital illiteracy. In multiplayer 
games, players have to communicate all the time via voice and text chat when working with 
teammates, friends and strangers alike. In the course of such interactions, players may 
unintentionally disclose sensitive information like email addresses, phone numbers or social 
media accounts. Cybercriminals often abuse this trust by pretending to be teammates, experienced 
players, or game administrators to do phishing attacks and other social engineering techniques. 
Similarly, many players download unofficial modifications (mods), cheats or cracked versions of 
games from untrusted websites without checking their authenticity. These downloads may contain 
malware, spyware, ransomware or credential-stealing software disguised as legitimate gaming 
content. Such behaviours demonstrate how a low level of digital awareness provides attackers 
with ample opportunities to attack users.  

The link between digital literacy and cybersecurity awareness is strongly supported by recent 
peer-reviewed research. Those with higher digital literacy levels are more likely to adopt safe 
online behaviours such as enabling multi-factor authentication, using strong passwords, spotting 
phishing attempts, and updating security software regularly. By contrast, users with limited 
knowledge of cybersecurity are much more likely to engage in unsafe online behaviours that 
increase the chances of credential theft, malware infections and social engineering attacks. 
Moreover, human-centred cybersecurity studies further emphasise that user behaviour is still one 
of the most significant contributors to cybersecurity incidents and that digital literacy is a critical 
factor in reducing human-related security risks (3).  

The ramifications of digital illiteracy are not limited to individual players but affect the entire 
online gaming ecosystem. If the gamers are not aware of cybersecurity, they become more 
susceptible to phishing, malware, account theft, and identity fraud. This expands the attack 
surface of the gaming platforms. Such events may lead to a surge in account recovery requests, 
financial losses due to fraudulent transactions, increased operational costs for developers and a 
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decrease in the trust of gaming communities. Similarly, in competitive gaming, compromised 
accounts and stolen digital assets can undermine fair play and negatively impact player retention 
and platform reputation.  

Digital illiteracy is much more widespread than most technical vulnerabilities. It allows all sorts 
of cyber attacks, not just a single exploit. Because of software vulnerabilities or server 
misconfiguration, often only a part of a gaming platform is affected. Digital illiteracy, in turn, 
influences users’ decisions about an array of online activities, from talking to others and 
managing accounts to downloading files and protecting privacy. It doesn’t create a single security 
hole, but it does make a lot of attack vectors more effective, which adds to cybersecurity risk on a 
fundamental level. 

(2)​ Economic value for the digital assets  

The shift to online gaming has meant virtual items are worth something in the real world, not just 
in-game rewards. Today's games are built around complex virtual economies where players buy, 
earn, trade and sell digital assets such as weapon skins, character costumes, virtual currencies, 
collectibles and premium accounts. With the rise of microtransactions and player-created 
marketplaces, the monetary value of these assets has skyrocketed, with some rare items going for 
hundreds or thousands of dollars. Gaming accounts are, therefore, not only a source of 
entertainment but also valuable digital assets and attractive targets for financially motivated 
cybercriminals (4). 

 The high monetary value of digital assets has changed the motivations for cyber attacks on online 
games fundamentally. This is a shift away from hackers simply wanting to break the game to 
make some cash by hacking gaming accounts that have valuable virtual items or payment details 
on them. They use different methods, including phishing attacks, stealing credentials, distributing 
malware, social engineering and fake trading schemes, to gain access to these assets without 
authorisation. Attackers can convert virtual assets into real-world financial gains by utilising 
illicit online marketplaces to trade stolen virtual goods and compromised accounts. This 
exponential growth of virtual economies has spawned lucrative opportunities for organised 
cybercrime (5). 

 Peer-reviewed research has found that virtual asset marketplaces have become an increasingly 
important element of cybercriminal activity, providing convenient avenues for illicit proceeds to 
flow in and out of online gaming ecosystems. With the rise of microtransactions, virtual 
marketplaces and player-to-player trading, the possibility of account theft, virtual asset fraud, and 
unauthorised trading of digital goods has become a reality. As the size of virtual economies 
increases, cyber criminals are moving their focus from exploiting technical vulnerabilities to the 
huge financial value embedded in gaming platforms. These findings highlight the economic 
incentive as a key driver of cybersecurity threats in the modern online gaming ecosystem (5).  
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The trend has implications that go beyond the individual monetary losses players experience. For 
example, a successful theft of valuable digital assets could result in loss of confidence by players, 
additional costs to developers in terms of customer support and account recovery, disruption of 
virtual economies and growth of illicit trading markets. The commercialisation of digital assets 
also increases the costs for game developers to fight fraud, can harm their reputation and affects 
the stability of virtual economies that rely on fair and secure in-game transactions.  

Virtual goods are of ever-increasing economic value and therefore an increasingly attractive target 
for organised cyber-criminals. The growing digital illiteracy, coupled with the financial value of 
digital assets, makes online gaming platforms a lucrative target for cyber criminals. As virtual 
economies grow and digital assets become more valuable, financially motivated cyberattacks are 
likely to become more frequent and sophisticated. This way, the commodification of virtual assets 
has become one of the main drivers of cybercrime in the modern online gaming ecosystem. 

 

 

(3)​ Weak Regulatory Frameworks 
 
The rapid growth of online gaming has left behind the development of a full set of cybersecurity 
regulations, leaving players with patchy legal protections across different jurisdictions. The online 
gaming industry is distinct from other industries like banking and healthcare, which are generally 
governed by existing cybersecurity and data protection laws. In the online gaming industry, 
cybersecurity requirements, data protection obligations and enforcement differ significantly from 
one country to another. The European Union's General Data Protection Regulation (GDPR) has 
set a high standard for personal data protection and organisational accountability, but there are no 
such regulatory standards that have been adopted globally. These inconsistencies result in 
regulatory gaps that could diminish the overall security and privacy of globally connected gaming 
platforms (6).  
 
Without harmonised international regulations, it is becoming increasingly difficult for gaming 
companies to apply uniform cybersecurity practices across platforms that cater to millions of 
users worldwide. Different cybersecurity laws, data protection requirements, incident notification 
duties and legal procedures in different countries often make security incident management a 
complicated issue. Cross-border cyberattacks frequently cross multiple jurisdictions, making it 
much harder to attribute, investigate and prosecute offenders. Differences between legal systems, 
requirements for digital evidence and mechanisms for international cooperation all contribute to 
this difficulty (7). So, the legal and procedural complexities can be abused by attackers, while 
gaming companies face significant operational and legal challenges in responding to cross-border 
cybersecurity incidents.  
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A recent research on cybersecurity points out the persistent challenge of regulatory fragmentation 
for the safeguarding of digitally interconnected global ecosystems. The lack of globally 
coordinated cybersecurity policies can hinder incident response, complicate the sharing of digital 
evidence, and diminish the effectiveness of law enforcement agencies in cross-border cybercrime 
investigations (7). These challenges are particularly relevant in the online gaming space, as the 
major gaming platforms handle large volumes of personal, financial and transactional data of 
players from many countries at the same time. Consistent regulatory oversight becomes more and 
more important.  
 
Weak regulatory frameworks have implications beyond legal compliance. Uneven rules could 
lead to uneven levels of cybersecurity, uneven levels of player privacy protection, and delays in 
responding to security incidents. Simultaneously, developers have to comply with a number of 
regulatory regimes across jurisdictions, which adds to operational complexity and compliance 
costs, and makes it more difficult to maintain uniform security practices. These limitations could 
eventually undermine user trust and decrease the overall resilience of online gaming ecosystems 
in the face of evolving cyber threats. These challenges affect multiple stakeholders, including 
regulatory authorities responsible for enforcing cybersecurity legislation, developers required to 
comply with differing legal requirements, and users who may receive inconsistent levels of legal 
protection across jurisdictions. 
 
This is unlike digital illiteracy that mainly exposes users to cyberattacks and the economic value 
of digital assets that provide financial incentives for attackers. Weak regulatory frameworks affect 
the general environment within which cybersecurity is managed. They do not themselves generate 
technical vulnerabilities, but they undermine the effectiveness of prevention, investigation and 
legal enforcement by allowing inconsistencies between national regulatory systems to persist. 
They do not create technical vulnerabilities as such, but they undermine the effectiveness of 
prevention, investigation and legal enforcement by allowing inconsistencies to live on between 
national regulatory systems. 

(4)​ Security vs Performance Trade-offs 

One of the most important technical challenges of modern online gaming today is to keep a good 
balance between cybersecurity and gameplay performance. Unlike most digital applications, 
online multiplayer games require low latency, real-time synchronization and continuous 
communication to provide a smooth gameplay. Any lag in data transfer or processing, even in a 
range of milliseconds, can be very detrimental to the gameplay, especially in a competitive 
environment where a range of milliseconds can determine the performance of a player. So 
developers need to build in strong security without sacrificing the responsiveness and fluidity 
players expect. (8) This balance is crucial for both system security and user satisfaction. 
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Many security mechanisms (e.g., encryption, server-side validation, more sophisticated anti-cheat 
systems, strong authentication protocols) lead to computational or communication overhead that 
should be carefully handled to preserve gameplay performance. These mechanisms are important 
to prevent unauthorised access, cheating, data manipulation and other cyber threats, but 
inefficient implementation can lead to an increase in network latency, server load or 
authentication time (8). 

Research shows that security-performance tradeoffs are still a challenge in designing online 
gaming systems. Inadequate or poorly implemented security controls can leave gaming platforms 
vulnerable to account takeover, unauthorised access, cheating and data tampering. However, too 
much security overhead can hurt responsiveness, resource consumption and player engagement 
(8). 

This trade-off does not only have implications for the design of technical systems. Poor security 
implementations can result in loss of money, compromised player accounts, damage to reputation 
and loss of user trust. Overly restrictive security measures can frustrate players through increased 
loading times, authentication delays or network lag. Therefore, the security-performance trade-off 
directly impacts the technical reliability of gaming platforms and the quality of the player 
experience, representing a persistent challenge in modern online game development. 

While the lack of digital literacy simply augments the vulnerability of users to cyberattacks, and 
weak regulatory frameworks dictate the governance and enforcement of cybersecurity, 
security-performance trade-offs result from technical design choices made during the 
development of gaming systems. Security-performance trade-offs stem from the technical choices 
made in the design and development of gaming systems. Given the complexity of the 
development of multiplayer infrastructures and the size of the player community in online games, 
a reasonable compromise between cybersecurity and performance has become a requirement for 
secure, reliable and engaging online gaming ecosystems. 

(5)​ Increase in the Gaming black market  

As online gaming commercialises, black markets for the trade of gaming accounts, game currency 
and other digital items outside official channels are emerging. These black markets largely 
operate based on Real Money Trading (RMT), where virtual assets are traded for real-world 
currency without the consent of the game developers. The value of virtual assets has increased, 
and these underground economies have flourished. Illicit trade has shifted from a series of ad hoc 
transactions to organised markets with buyers and professional sellers (9).  

These underground marketplaces offer a profitable financial incentive for cybercriminals to 
obtain high-value gaming assets via illicit means. A cyberattack can also be lucrative for the 
attacker, who can sell the hacked gaming account, rare virtual items or in-game currencies on 
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black-market platforms. Further research shows that these markets are increasingly dominated by 
professional vendors who use organised trading networks to increase the efficiency and scale of 
illicit transactions. Underground trading is a lucrative business, and online gaming platforms and 
users are under constant attack (9).  

The studies also show that the black markets have been transformed from informal exchanges 
between individual actors into more and more organised economic systems. Network analysis 
indicates that some large trading groups dominate large segments of the illicit market and that 
there is a trend towards increasing professionalisation of unauthorised virtual asset trading. This 
evolution makes underground markets more resilient and difficult for developers to detect and 
disrupt (9).  

However, these underground economies have implications beyond the monetary losses of 
individual players. The illegal trade of virtual assets can hurt the players' confidence, destabilise 
the game economy, harm the reputation of gaming companies and undermine the success of legal 
monetisation systems. Developers also have to spend more on monitoring suspicious transactions, 
recovering compromised accounts and enforcing policies against unauthorised trading. 
Consequently, the effects of gaming black markets extend beyond individual victims to influence 
developers, legitimate virtual economies, platform security, and the overall integrity of the online 
gaming ecosystem. 

The economic value of digital assets is the monetary incentive for cybercrime. Stolen virtual 
goods and hacked accounts are converted into cash in the gaming black markets. These 
underground marketplaces provide a formalised venue for the exchange of illicit gaming assets, 
and are vital to the viability and profitability of cybercrime within the online gaming ecosystem. 
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Table 1. Comparative Analysis of the Causes of Cybersecurity Issues in Online Gaming 

Cause Primary Contribution to 
Cybersecurity Issues 

Frequency in 
Literature 

Scope of 
Influence 

Overall Risk 
Level 

Digital Illiteracy 

Increases users' 
susceptibility to cyber 
threats through poor 
cybersecurity awareness 
and unsafe online 
behaviour. 

High Individual users High 

Economic Value of 
Digital Assets 

Creates financial 
incentives for 
cybercriminals by 
assigning real-world value 
to gaming accounts, virtual 
currencies, and digital 
assets. 

High 
Users, 

developers, and 
virtual economies 

Very High 

Weak Regulatory 
Frameworks 

Restricts effective 
governance, legal 
enforcement, and 
international cooperation 
against cybercrime. 

Moderate 
Gaming industry 
and regulatory 

authorities 
High 

Security–Performanc
e Trade-offs 

Requires developers to 
balance robust security 
mechanisms with low 
latency and gameplay 
performance, potentially 
creating exploitable 
vulnerabilities. 

Moderate 
Game developers 

and gaming 
platforms 

Moderate-High 

Growth of the 
Gaming Black 
Market 

Facilitates the 
commercialisation of 
stolen accounts and virtual 
assets through organised 
underground trading 
networks. 

Moderate 
Entire online 

gaming 
ecosystem 

High 

Sources: Authors' synthesis based on the reviewed literature (3, 4, 6, 8, 9). 
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Cybersecurity issues in online gaming arise from a variety of interconnected factors affecting different 
elements of the gaming ecosystem, as illustrated in Table 1. The economic value of digital assets is the 
single biggest overall risk, because it is the main financial motivator of cybercrime activity. On the other 
hand, digital illiteracy continues to be a significant human factor that increases users’ vulnerability to 
cyber threats, while weak regulatory frameworks hinder effective legal enforcement and international 
cooperation. Security–performance trade-offs, unlike the other causes, are due to the technical design 
decisions, where the developers have to balance between strong security and gameplay performance. 
Meanwhile, the growth of the gaming black market fuels cybercrime by facilitating the commodification 
of stolen digital assets. Taken together, these findings suggest that the cybersecurity challenges in online 
gaming are the result of the interaction of human, economic, technical, regulatory and criminal ecosystem 
factors, and that mitigation strategies must therefore be comprehensive and coordinated. 

​
SECURITY ISSUES IN ONLINE GAMING:  
 

(1)​ Game server exploits  
 
Game server exploits are attacks on the infrastructure that handles player authentication, 
matchmaking, game state synchronisation and persistent player data. Attackers take advantage of 
weaknesses in server infrastructure, network protocols, or server-side logic to manipulate 
gameplay, gain an unfair competitive advantage, disrupt online services, or access sensitive player 
information. Modern networked games use authoritative server models extensively to ensure 
game integrity. In such models all important game decisions are made by centralized servers and 
not by players themselves. However, this centralisation also means that a single vulnerability on 
the server side can affect all connected players at the same time. Online gamers are particularly 
vulnerable as they have little direct control over server security (8). Buffer overflow attacks take 
advantage of vulnerabilities in the way software handles memory, allowing the execution of 
malicious code or the compromise of server processes. Distributed Denial-of-Service (DDoS) 
attacks aim to flood a server with an overwhelming amount of network traffic, or synchronised 
requests at the application layer. Recent studies have also shown that application-layer DDoS 
attacks in massively multiplayer online (MMO) games can generate legitimate-looking in-game 
interactions that significantly degrade server performance, while being difficult to distinguish 
from normal player behaviour (10). 
 
A successful server compromise can have much broader impact than a simple temporary service 
outage, as game servers represent the authoritative backbone of modern online gaming 
ecosystems. A single infrastructure vulnerability can simultaneously compromise service 
availability, gameplay fairness, state synchronization, and player trust, leading to financial losses, 
reputational damage, increased operational costs associated with incident response and account 
recovery, and long-term reductions in player retention. This is particularly true for massively 
multiplayer online (MMO), cloud and live-service games, which rely on centralised servers to 
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provide persistent virtual worlds and millions of real-time interactions. Games that are played 
offline and peer-to-peer tend to have less centralized attack surfaces and therefore are relatively 
less vulnerable to this kind of threat. Phishing attacks target individual users, but game server 
exploits threaten the entire gaming platform. A single compromised vulnerability can impact 
millions of players at the same time, disrupting competitive tournaments, virtual economies and 
community confidence. Existing security measures are often not enough because developers have 
to constantly find a compromise between strong server-side protection and low-latency gameplay. 
Frequent software updates, increasing game functionality and ever complex networking 
architectures constantly provide new opportunities for attacks. Recent research among 
professional game developers also shows that persistent server-side vulnerabilities often result 
from limited security expertise, poor security testing and compressed development schedules 
(11). As online gaming continues its natural evolution to cloud-based infrastructures, 
cross-platform ecosystems, and ever more persistent virtual worlds, the maintenance of secure 
server architectures without compromising gameplay performance will remain one of the most 
significant long-term cybersecurity challenges facing the gaming industry. 
 

(2)​ Distributed Denial of Service (DDoS) attacks  

One of the most disruptive cybersecurity threats to online gaming is the Distributed 
Denial-of-Service (DDoS) attack. Unlike many other cyberattacks, DDoS attacks do not directly 
compromise sensitive data but instead target the continuous availability of gaming services. A 
DDoS attack involves using numerous compromised devices, commonly organised into botnets, 
to flood a gaming server with overwhelming volumes of malicious network traffic or 
application-layer requests. This exhausts the server's computational and networking resources, 
preventing legitimate players from accessing online services. Because these attacks originate 
from multiple distributed sources, they are significantly more difficult to detect and mitigate than 
conventional Denial-of-Service (DoS) attacks. Recent research has also shown that 
application-layer DDoS attacks can exploit legitimate in-game interactions, allowing attackers to 
degrade server performance while remaining difficult to distinguish from normal player 
behaviour (10). Since online gamers rely on uninterrupted server connectivity for matchmaking, 
real-time communication and game state synchronisation, even a temporary service disruption 
can immediately prevent legitimate users from participating, despite their own devices remaining 
uncompromised. 

The impact of DDoS attacks extends far beyond temporary gameplay interruptions. High latency, 
server disconnections and prolonged service outages reduce player satisfaction, disrupt 
competitive matches and can result in significant financial losses for game developers, esports 
organisers and professional players competing in prize tournaments. Extended outages may also 
increase customer support costs, reduce player retention and damage the long-term reputation of 
gaming platforms. These consequences are particularly severe for cloud-based, live-service and 
massively multiplayer online (MMO) games, where persistent connectivity and low-latency 
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communication are fundamental to gameplay, whereas offline games experience comparatively 
limited exposure because they do not rely on continuously available online infrastructure. DDoS 
attacks are designed to exhaust server resources until legitimate users can no longer access the 
service, rather than compromising the integrity of stored data or software. Existing defensive 
mechanisms are becoming progressively less effective because modern botnets generate highly 
distributed traffic patterns that closely resemble legitimate user behaviour, allowing malicious 
traffic to evade traditional filtering and detection systems (12). As cloud gaming, large-scale 
multiplayer ecosystems and global esports continue to expand, defending against increasingly 
sophisticated, adaptive and large-scale DDoS attacks while maintaining uninterrupted gameplay 
will remain one of the major long-term cybersecurity challenges for the online gaming industry. 

 
(3)​ Phishing and Social Engineering 

Phishing and social engineering are two of the most prevalent cybersecurity threats in online 
gaming. Unlike many other cyberattacks these threats exploit human behaviour rather than 
technical vulnerabilities. Instead of targeting gaming infrastructure directly, cybercriminals 
employ social engineering to trick players into voluntarily providing sensitive information, 
including login credentials, payment information or authentication codes. Common tactics 
include: email messages with fake sender addresses, fake gaming Web sites, fake tournament 
invitations, malicious links sent through in-game chat or messaging services, impersonating game 
administrators or trusted members of the community. Recent systematic reviews have pointed to 
the increasing combination of technical deception and psychological manipulation in modern 
phishing campaigns, where attackers exploit trust, urgency, authority and attractive rewards to 
maximise the likelihood of success (13,14). Players tend to interact with strangers, join online 
communities and exchange digital content during the game play. Players, therefore, are 
particularly vulnerable to social engineering tricks that exploit regular social interactions, rather 
than vulnerabilities in computer systems. 
 
Phishing attacks are a lot more than just account stealing. Accounts for gaming are lucrative 
targets for financial fraud, identity theft, and other cyberattacks because they typically contain 
valuable in-game items, connected payment methods, personal information, and years of progress 
in a game. Apart from immediate financial losses, compromised accounts can result in permanent 
loss of digital assets, reputational damage within gaming communities and reduced trust in online 
gaming platforms. Unlike game server exploits or Distributed Denial-of-Service (DDoS) attacks, 
which target gaming infrastructure, phishing attacks rely on human judgement, not software 
flaws, so the main defence is user awareness. MMO (Massively Multiplayer Online) games, 
esports communities, live-streaming platforms and gaming social media are especially vulnerable, 
because players constantly interact and attackers can build trust before running scams. Although 
technical security measures are constantly being improved, phishing is difficult to eradicate 
because attackers rapidly modify their methods, exploit the lack of cybersecurity awareness and 
exploit the poor verification of online communications (13,14). With online gaming becoming 
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more and more connected through cross-platform ecosystems, live-streaming services and 
growing social features, separating the real communications from the increasingly sophisticated 
phishing attempts will remain a major long-term cybersecurity challenge. 
 

(4)​ Malware and cheat-driven infection 
 
Malware and cheat-driven infection This is when malicious software is bundled with unofficial 
game modifications, cheat programs, cracked game files and other untrusted third-party 
downloads. These apps often tout unfair in-game advantages, free digital goods, or better 
performance, tempting users to install software from unknown sources. Once running, the 
malware can download trojans, spyware, credential stealers, remote-access tools or other 
malicious components that allow attackers to maintain persistent access to the victim’s device 
while remaining difficult to detect. Due to the highly competitive nature of online gaming, some 
players opt for the short-term gains of in-game advantages over cybersecurity risks. Hence, cheat 
software and unofficial downloads are attractive routes for malware distribution. Cheating in 
online games is a well-studied problem and cheat programs usually require deep interaction with 
game processes and system memory, which grants elevated privileges to untrusted software and 
creates additional chances for malicious exploitation (15). Moreover, recent studies have shown 
that unofficial and pirated software downloaded from untrusted online sources are often used to 
hide malware that can install Trojans, adware, malicious backdoors and other persistent threats 
that jeopardize system security (16). These programs often seem to offer appealing gaming 
benefits , so players may unknowingly bypass security measures , which can result in increased 
exposure to malware infections . 
 
The consequences reach much further than just unfair play. Malware can provide continuous 
monitoring of user activity, steal gaming credentials, compromise linked payment methods, create 
malicious backdoors, and provide attackers with persistent remote access to compromised 
systems (16). Phishing is when users are deceived into voluntarily giving sensitive information. 
Malware, when installed, automatically gathers, transmits and exploits data often with no further 
user input needed. PC gaming platforms are particularly vulnerable due to the wide support for 
game modifications, executable downloads and an active third-party cheat ecosystem, while 
consoles typically ban unauthorized software and mobile platforms rely on curated application 
stores to reduce exposure (15). Infected devices can also be recruited into botnets to be used for 
more sophisticated cybercriminal activities, such as Distributed Denial-of-Service (DDoS) 
attacks, in addition to individual users, showing how a single malware infection can have 
implications for the security and integrity of the wider gaming ecosystem. Malware infections can 
also cause financial losses via fraudulent transactions, costly system recovery and the permanent 
loss of valuable gaming accounts or digital assets. These threats are especially tricky to spot as 
users looking for cheats usually don’t listen to security warnings, turn off protective software or 
grant elevated system permissions to ensure unofficial programs work as they should. The 
distribution of third-party content and increasingly sophisticated malware techniques are evolving 
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as game modification communities. Striking a balance between the benefits of customisation and 
effective cybersecurity protection will be a long-term challenge for the online gaming industry. 
Effective cybersecurity ultimately requires a combination of technical safeguards and informed, 
responsible and security-conscious user behaviour. 
 

(5)​ Privacy and Behavioural Exploitation 

Privacy and behavioural exploitation is the collection, analysis and use of personal and gameplay 
data to infer attributes outside the gaming environment. Online games today continuously collect 
behavioral telemetry such as login frequency, play time, purchase history, communication logs, 
movement patterns, social interactions, and gameplay decisions. Much of this information is 
collected to improve gameplay experiences and to customize content for individual users. 
However, studies have shown that aggregated gameplay data can also be analysed to infer 
sensitive personal characteristics such as personality, gender, emotions, interests, consumption 
habits and behavioural preferences (17). Individual points of behavioral data may seem 
insignificant, but their continuous collection and analysis can lead to comprehensive digital 
profiles of players, often without their full awareness or explicit understanding of the profiling 
scope. This threat is especially challenging for users to detect as it does not require them to 
intentionally engage with online gaming services, yet players routinely do so as part of normal 
gameplay, and so valuable behavioural information can be unknowingly disclosed through 
everyday in-game activities. 

The implications of such data collection go far beyond the traditional privacy concerns. Unlike 
malware or phishing attacks which typically aim for immediate financial gain or unauthorised 
system access, behavioural exploitation is focused on the long-term collection of intelligence 
derived from legitimate user activity. In-game conversations, social interactions and repeated 
behavioural patterns may inadvertently disclose political opinions, private beliefs or other 
sensitive personal characteristics. For instance, a player’s political preferences could be 
hypothetically predicted by virtue of their consistent participation in politically themed gaming 
communities, their regular engagement with political discussions, or the frequency with which 
they consume political content, when compared to more general behavioural datasets. 
Live-service, multiplayer and free-to-play games are especially susceptible to this as they 
constantly track player engagement to optimise matchmaking, monetisation strategies and 
personalised recommendations. These data-driven systems, while improving the user experience, 
also increase the amount of behavioural information available for profiling. This data collection is 
generally done as part of legitimate platform functionality, which is why existing privacy 
protections are often insufficient and extensive behavioral profiling is possible even if traditional 
cybersecurity mechanisms have not been compromised. In addition to the privacy risks, the 
detailed behavioural profiles can be exploited for highly targeted advertising, personalized 
manipulation or future social engineering attacks, with indirect financial and security 
consequences for the users. With the increased adoption of AI in online gaming, along with 
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cross-platform integration and more advanced personalisation systems, the collection, analysis 
and safeguarding of behavioural data in a transparent and ethical manner will be one of the 
greatest long-term cybersecurity and privacy challenges facing the gaming industry. Hence, 
behavioural exploitation is a subtle but very serious cybersecurity threat, showing that sensitive 
personal information can be inferred from normal gameplay behaviour even in the absence of any 
traditional security breach. 

 
 
The main security challenges identified in the surveyed literature have different attack mechanisms, 
consequences and overall severity. Table 2 offers a comparison of these threats, highlighting their relative 
risk levels and distinguishing characteristics in the online gaming ecosystem. 
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Table 2 - Comparative Analysis of Major Cybersecurity Issues in Online Gaming 
 

Security Issue Primary Consequences 
(Relative Risk) Key Characteristic 

Game Server 
Exploits 

Service disruption, compromised 
server integrity, unfair gameplay 
and financial losses (High) 

Directly targets gaming infrastructure by 
exploiting vulnerabilities in servers and backend 
systems. 

Distributed 
Denial-of-Service 
(DDoS) Attacks 

Server outages, increased latency, 
disrupted gameplay and revenue 
loss (High) 

Exhausts network and server resources, preventing 
legitimate players from accessing gaming services. 

Phishing and 
Social 
Engineering 
Attacks 

Account compromise, identity 
theft, financial fraud and virtual 
asset theft (High) 

Exploits human behaviour and trust rather than 
technical vulnerabilities. 

Malware and 
Cheat-Driven 
Infections 

Credential theft, spyware, remote 
system compromise and persistent 
malware infections 
(Moderate–High) 

Uses unofficial software and cheats to compromise 
players' devices and gaming accounts. 

Privacy and 
Behavioural 
Exploitation 

Behavioural profiling, privacy 
violations and unauthorised use of 
personal data (Moderate) 

Collects and analyses legitimate gameplay data to 
infer sensitive behavioural and personal 
information. 

Sources - Authors' synthesis based on the reviewed literature (8,10,11,12,13,14,15, and 17) 
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Table 3. ​
Comparative Cybersecurity Risk Across Different Gaming Platforms 

Gaming 
Platform 

Most Significant 
Cybersecurity Risks 

Relative 
Cybersecurity 

Risk 
Justification 

PC Gaming 

Malware and 
cheat-driven infections, 
phishing and account 
compromise 

High 

Open operating systems, third-party software and 
unofficial game modifications create a larger attack 
surface, increasing exposure to malware and 
credential theft (14, 17, 20). 

Mobile 
Gaming 

Phishing, malicious 
applications, privacy 
and behavioural 
exploitation 

Moderate–High 

Mobile applications require extensive permissions 
and frequently integrate cloud services, increasing 
risks related to authentication, data privacy and 
unauthorised access (18, 20). 

Console 
Gaming 

Account compromise, 
phishing and DDoS 
attacks 

Moderate 

Closed operating systems and controlled software 
distribution significantly reduce malware exposure, 
although online services and gaming accounts 
remain attractive targets (10, 19). 

Cloud 
Gaming 

Game server exploits, 
DDoS attacks and data 
breaches 

High 

Dependence on centralised cloud infrastructure and 
continuous internet connectivity increases exposure 
to infrastructure-level attacks and service disruption 
(10, 12, 20). 

MMORPGs 
and 
Live-Service 
Games 

Game server exploits, 
DDoS attacks, 
phishing, malware, 
privacy exploitation 
and virtual asset theft. 

Very High 

Persistent online environments, valuable virtual 
assets, real-time interaction and large player 
communities create multiple attack opportunities and 
increase cybersecurity complexity (11–18, 16, 20). 

Offline 
Single-Player 
Games 

Limited malware from 
unofficial downloads 

Low 
Minimal online connectivity and limited 
account-based interactions substantially reduce 
exposure to network-based cyber threats (10, 13). 

Sources – Authors' synthesis based on the reviewed literature (8,10,11,12,13,14,15,16,17,18,19,20) 
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POSSIBLE SOLUTIONS:​
 

(1)​ Technical Measures 

Technical measures play a key role in online gaming cybersecurity, providing technology-based 
protections for the gaming infrastructure, user accounts and sensitive data. The key steps include: 
Multi-factor authentication (MFA) Security authentication protocols Vulnerability disclosure and 
patching, and AI-driven threat detection. MFA increases the security of your account by requiring 
two or more ways to verify your identity, making it harder for someone to access your account if 
they are unauthorised. Regular software patching and disclosure of vulnerabilities enable 
developers to find and fix security vulnerabilities before they can be exploited. The AI-driven 
monitoring continuously monitors network traffic and player behaviour for malicious activities 
such as Distributed Denial-of-Service (DDoS) attacks in real time (8,21-24).  

Some of the main cybersecurity issues highlighted in this review can be addressed with technical 
measures effectively. MFA prevents successful phishing and social engineering attacks by 
blocking direct account access with compromised credentials. Timely patching reduces the 
number of exploits in game servers and infections that are caused by malware or cheats (21–23) 
because patching mitigates known software vulnerabilities before they are exploited by an 
attacker. AI-based detection improves DDoS attack resilience by identifying abnormal traffic 
patterns and facilitating quick incident response (23). Together, these measures not only tackle the 
causes of security-performance trade-offs by embedding security into gaming systems primarily, 
but also reduce the risks related to the economic value of digital assets by delivering stronger 
protection to user accounts and virtual assets. But their impact on weak regulatory regimes and on 
black markets for gaming is limited and needs wider policy and industry-level interventions.  

From the practical point of view, the technical approach is the most realistic as the developers 
have direct control over its implementation and can achieve the improvements in platform 
security immediately. Although MFA and software updates may cause minor usability costs such 
as inconvenience during login or brief maintenance periods, the cybersecurity and service 
reliability benefits are generally far greater, making the technical measures very suitable for 
modern online gaming platforms (8,21–24). 

(2)​ Spread More Awareness  

Cybersecurity awareness and education strengthen the human element of cybersecurity by 
building the capacity of players to identify, avoid and respond to cyber threats. Much of the attack 
surface in online gaming does not stem from technical vulnerabilities but from user behaviour. 
Thus, training the players is a crucial addition to the technological security measures. This 
includes gamified cybersecurity training, phishing simulations, interactive security quizzes and 
scenario-based learning embedded in gaming platforms. These methods are especially suitable for 
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younger gamers who are not aware of cybersecurity, as they increase user engagement and 
improve secure online practices (25,26).  

Mostly, cybersecurity awareness is a defence against phishing and social engineering attacks, 
training players to spot fake emails, fake login pages and suspicious in-game messages before 
they give away sensitive information. It also reduces malware and cheat-based infections by 
discouraging players from downloading unofficial mods, cheats or third-party software from 
untrusted sources. Awareness programmes address the digital illiteracy identified as a key 
underlying cause of cybersecurity issues in online gaming by transforming users from vulnerable 
targets into informed participants who can make safer security decisions. However, awareness 
programmes have limited impact on game server exploits, distributed denial-of-service (DDoS) 
attacks, weak regulatory frameworks and gaming black markets, as these threats are 
predominantly based on technical vulnerabilities, infrastructure-level attacks or broader economic 
and legal factors.  

However, unlike technical security controls, cybersecurity awareness programs have little to no 
impact on gameplay performance. Educational content is most often delivered through 
onboarding tutorials, optional learning modules or periodic security campaigns, rather than during 
live gameplay. But poorly designed or overused awareness prompts can lead to reduced user 
engagement or be ignored over time. This suggests that cybersecurity awareness is most effective 
when it is an ongoing and interactive process that occurs in conjunction with technical safeguards, 
as both human behaviour and technological defences can contribute to a more secure online 
gaming environment (25,26). 

(3)​ Industry Collaboration  

As the online gaming infrastructure becomes more and more interconnected, cybersecurity efforts 
can no longer be left to individual developers or publishers. Today’s gaming ecosystem includes 
several players, such as game developers, publishers, cloud service providers, cybersecurity 
companies, payment processors, and regulatory bodies that help keep platforms secure. Industry 
collaboration is the cooperative sharing of cyber threat intelligence, vulnerability information, 
attack indicators and security best practices between these stakeholders to increase collective 
resilience to emerging cyber threats. Cyber Threat Intelligence (CTI) sharing enables 
organisations to quickly share information on new vulnerabilities, malware signatures, phishing 
campaigns and attack patterns so that security teams can act proactively before threats are 
propagated across multiple gaming platforms (27). 

 Industry collaboration is a way to solve many of the major problems facing cybersecurity, such 
as phishing attacks, malware infections, Distributed Denial-of-Service (DDoS) attacks, server 
exploits and account compromise. Sharing indicators of compromise, vulnerability disclosures, 
and real-time threat intelligence allows organisations to quickly apply security patches, upgrade 
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intrusion detection systems and block malicious infrastructure before attackers exploit similar 
weaknesses across multiple platforms. This collaborative approach also tackles underlying issues 
such as the absence of harmonised cybersecurity standards by promoting consistent security 
practices, coordinated vulnerability disclosure and shared defensive strategies across the gaming 
industry. Working together to monitor suspicious trading patterns and compromised accounts can 
also limit the flow of stolen digital assets and disrupt gaming black markets. However, 
collaboration between industries has little effect on digital illiteracy or the financial motivation 
behind cybercrime. This is because these two issues stem from user behaviour and the economic 
value of virtual assets, not the lack of coordination between organisations.  

Industry collaboration is very practical from an implementation perspective for large game 
developers and publishers who already have dedicated cybersecurity teams, Security Operations 
Centres (SOCs) and incident response capabilities. However, smaller developers may face 
financial, technical and organisational barriers to participation in formal threat-sharing initiatives 
due to limited cybersecurity expertise and infrastructure. As collaborative activities mainly occur 
between organisations and not on players’ devices, this solution has virtually no direct impact on 
gameplay performance, latency or user experience. Rather, the benefits are felt indirectly in the 
form of faster vulnerability remediation, improved platform stability and less exposure to 
large-scale cyberattacks. Industry collaboration, therefore, provides an effective defence 
mechanism at the ecosystem level, strengthening collective cyber resilience across the online 
gaming industry and complementing technical security controls and user awareness initiatives. 

(4)​ Legal and Regulatory measures 

The transnational nature of online gaming requires legal and regulatory measures beyond the 
technical safeguards adopted by individual organisations. Laws and regulations include the 
making and enforcement of laws, international agreements and regulatory frameworks that 
govern data protection, cybercrime, the protection of digital assets and the security of online 
platforms. Legislation like the General Data Protection Regulation (GDPR) sets legal 
requirements for organisations to protect users’ personal data. Cooperation at the international 
level allows governments and law enforcement agencies to investigate and prosecute 
cybercriminals operating in different jurisdictions (6,28).  

Strong legal and regulatory frameworks can help confront a variety of cybersecurity issues, such 
as data breaches, account theft, identity fraud, phishing campaigns, and illegal trading of stolen 
digital assets. Regulatory frameworks provide compulsory cybersecurity requirements, data 
protection duties and legal consequences for cybercrime, which encourage organisations to 
implement better security controls and increase compliance with recognised cybersecurity 
standards. International cooperation enhances cyber security through cross-border investigations, 
sharing of intelligence and coordinated law enforcement actions against organised cybercriminal 
groups exploiting differences in national legislation. Consequently, legal regulation directly 
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addresses the absence of harmonised cybersecurity standards and limits the proliferation of 
gaming black markets via enhanced legal enforcement. But the impact of legal measures on 
digital illiteracy is limited, and they are unable to eliminate the financial motives of 
cybercriminals. Therefore, complementary technical and educational solutions are no less 
important.  

Legal and regulatory measures are very practical for implementation at the governmental and 
industry level because compliance requirements can be embedded in organisational security 
policies and software development practices. But differences in national laws, jurisdictional 
limitations and uneven enforcement can undermine their effectiveness against cybercriminals 
operating across international borders. These measures are largely driven by law enforcement, 
organisational governance and legislation, rather than gameplay itself, and thus have little to no 
direct impact on game performance, latency or user experience. Instead, players indirectly benefit 
from better protection of personal data, accountability of gaming companies and legal deterrence 
against cybercrime. Thus, strong legal and regulatory frameworks are a key foundation for 
long-term cyber resilience, as they complement technical security measures, cyber awareness 
programmes and industry collaboration initiatives. 

(5)​ Emerging Research Directions  

The rapidly changing world of online gaming continues to present cybersecurity challenges that 
existing technical, educational or regulatory measures cannot always fully resolve. As a result, the 
investigation of emerging technologies as potential long-term solutions to enhance the security, 
privacy and resilience of future gaming ecosystems is increasing in popularity. Current studies are 
mostly on blockchain technology for secure digital asset management, privacy-preserving 
analytics for responsible data processing and identity management mechanisms for virtual and 
metaverse environments (29,30).  

Blockchain technology's decentralised and immutable architecture has garnered considerable 
interest due to its ability to provide transparent records of digital asset ownership and in-game 
transactions without the need for a single trusted authority. This reduces the risk of fraudulent 
asset transfers, account manipulation and unauthorised modification of ownership records, 
mitigating the cybersecurity issues associated with virtual asset theft and gaming black markets. 
Likewise, privacy-preserving analytics, such as differential privacy and federated learning 
techniques, allow developers to analyse player behaviour for security monitoring, anomaly 
detection, and cheat identification while limiting the exposure of personally identifiable 
information. These technologies also help meet data protection regulations by minimizing 
collection and disclosure of sensitive user data that is not needed. Moreover, as online gaming is 
reaching virtual reality and metaverse platforms, new research is constantly emerging on secure 
avatar authentication, decentralised digital identity management and cross-platform identity 
protection in order to avoid impersonation and identity fraud.  
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Despite the promising potential, these technologies are still at an early stage of practical 
implementation in the gaming industry. Blockchain-based systems are often plagued by 
transaction scalability, storage overhead, interoperability with existing gaming infrastructures and 
computational overhead of distributed consensus mechanisms. Incorporating these elements 
directly into gameplay, it could lead to transaction lag, operational costs for the developers, and 
lower responsiveness that is expected in fast-paced online games. Similarly, privacy-preserving 
analytics such as differential privacy and federated learning require additional computational 
resources and may reduce the accuracy of behavioural analysis, as intentional data modifications 
may reduce the accuracy of cheat detection and real-time security monitoring. From an 
implementation perspective, these technologies are more feasible at present for large gaming 
companies with deep pockets, advanced cloud infrastructure and dedicated cybersecurity teams, 
while smaller developers may face some significant economic and technical barriers to 
deployment. In addition, metaverse-based gaming environments present further research 
challenges in terms of avatar identity verification, secure cross-platform authentication and 
protection of digital identities across interconnected virtual worlds. Therefore, while these 
technologies are unlikely to substitute traditional cybersecurity measures in the short term, they 
constitute promising long-term research avenues that can substantially enhance the security, 
privacy and resilience of online gaming ecosystems as technological capabilities continue to 
develop. 
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Table 4 - Comparative analysis of cybersecurity solutions in online gaming 

Solution Causes 
Mitigated Issues Mitigated Effectiveness Impact on 

Performance 

Practicality 
(User / 

Company) 

Technical 
Security 
Measures 

Digital illiteracy 
(partial), 
Security–perfor
mance trade-offs 

Server exploits, 
DDoS attacks, 
Phishing & social 
engineering, 
Malware & 
cheat-driven 
infections, Privacy 
& behavioural 
exploitation 

Very High Slight latency 
Moderate / 

High 

Cybersecurity 
Awareness Digital illiteracy 

Phishing & social 
engineering, 
Malware & 
cheat-driven 
infections 

High Negligible High / High 

Industry 
Collaboration 

Weak 
regulations, 
Gaming black 
markets 

Server exploits, 
DDoS attacks, 
Phishing & social 
engineering, 
Malware & 
cheat-driven 
infections 

High Minimal 
Low / 

Moderate–H
igh 

Legal & 
Regulatory 
Measures 

Weak 
regulations, 
Gaming black 
markets 

Privacy & 
behavioural 
exploitation, 
Phishing & social 
engineering 

Moderate–Hig
h 

None 
Moderate / 

High 

Emerging 
Research 

Economic value 
of digital assets 

Privacy & 
behavioural 
exploitation, 
Malware & 
cheat-driven 
infections 

Moderate–Hig
h 

Moderate 
overhead 

Low–Moder
ate / 

Moderate 

Sources - Authors' synthesis based on the reviewed literature (6 and 21–30)  
 



Security Issues in Online Gaming: Its Causes and Its Possible Solutions 

Table 4 compares the efficiency and applicability of the cybersecurity solutions discussed. There is no 
one-size-fits-all solution since each solution addresses different root causes and cybersecurity issues. 
Therefore, enhancing cybersecurity in online gaming requires a layered approach that integrates 
complementary technical, educational, collaborative, regulatory and emerging technological measures. 
 
​
CONCLUSION 
 
The literature reviewed shows that cybersecurity in online gaming is a multi-dimensional problem arising 
from the interaction between human behaviour, economic incentives, technological limitations and 
regulatory gaps. The identified causes, including digital illiteracy, the increasing value of digital assets, 
inconsistent legal frameworks, trade-offs between security and performance, and black markets for 
gaming, contribute to cybersecurity issues such as server exploits, Distributed Denial-of-Service (DDoS) 
attacks, phishing, malware, privacy breaches, and account compromise. The review also notes that these 
interlinked challenges cannot be addressed by a single cybersecurity solution. Technical security 
measures, cybersecurity awareness, industry collaboration, legal and regulatory frameworks and emerging 
technologies all address different causes and security issues, but also have their own challenges in 
implementation, practical limitations and performance trade-offs. Therefore, effective online gaming 
cybersecurity is a layered, collaborative effort, where these strategies work together and not in isolation. 
As online gaming becomes more a part of the digital economy, cloud gaming, and metaverse 
environments, future research should look at the development of scalable, practical, and user-centric 
security solutions that balance cybersecurity, privacy, and gameplay performance. Enhanced collaboration 
between developers, industry stakeholders, researchers, policymakers and players will be crucial to 
building a secure and sustainable online gaming ecosystem. 
 
​
LIMITATIONS OF THE STUDY  
 
Although this review offers a thorough synthesis of the existing literature on cybersecurity issues in 
online gaming, there are some limitations to its scope. This study is based solely on secondary literature 
and does not incorporate any primary empirical data or experimental validation. Includes a legislation 
reference(6) from 2016, as the law has not changed since then. Moreover, the review involves a broad 
analytical point of view, which highlights the identification, evaluation and comparison of the 
cybersecurity causes, issues and mitigation strategies rather than the deep technical analysis of some 
security algorithms, cryptographic protocols or network architectures. The comparative evaluations 
presented in the tables are qualitative syntheses based on the reviewed literature and should thus be 
interpreted as evidence-based assessments rather than quantitative measurements. Due to the rapid 
development of cybersecurity and online gaming technologies, newly emerging threats and defensive 
approaches may not be fully covered within the scope of this review. 
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