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ABSTRACT

Even air-gapped systems can be vulnerable to covert acoustic techniques that exploit physical features of
the machine. This paper replicates key elements of the Fansmitter technique on a commonly available
Windows desktop. We modulate a single controllable GPU fan between two fixed speed settings, which
represent a binary 0 and 1. We recorded the resulting acoustic noise using the “phyphox” app, varying
distances between 20 and 50 cm. Then they were analyzed using a Python pipeline, which estimated
transmitted bit patterns and computed both binary and confidence-weighted (“soft”) error metrics. Within
each window a “closeness” score is computed as (1 — vote ratio), where vote ratio is the expected bit.
Results show that fan-speed modulation can produce measurable, decodable structure at close range, but
decoding degrades substantially with distance and under realistic background noise. We conclude that the
channel is inconsistent beyond short distances in our setup however covert channels can remain partially
intelligible.

INTRODUCTION

Air-gapped systems are separated from the internet or other networks (external). This air-gap is achieved
by physically disconnecting these systems from other networks (wired and wireless both). This helps
prevent communication between these networks/systems. These systems are used in areas where
confidentiality and security are necessary to prevent data exfiltration. When not used, systems can be
prone to hacker attacks/data exfiltration- which can be seen in the Boeing 787".

Our work aims to highlight a technique of exfiltrating data from speakerless airgapped systems through
an acoustic covert channel, which is essentially a way of transmitting data discretely that uses sound
waves at low frequencies only partially audible to humans, which helps attackers to send their desired
information from the targeted system to their own. We will also present a novel way of countering this
data exfiltration, making the process less effective, thereby saving data.

In our paper, we are showing a way of exfiltrating data from speakerless air-gapped systems acoustically
in an easier manner than the one shown in the paper “Fansmitter” via fan control. Also, we will present a
novel countermeasure to make the aforementioned technique of data exfiltration less effective.
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This research paper adds to the acoustic covert channel literature by providing a replication of Fansmitter
using easily accessible fan control software. We encode binary symbols by maintaining the fan at two
constant speeds (25% and 100% in the FanControl app) that produce prominent peaks, record signals
with a nearby receiver (or in this case, a phone microphone), and decode the bitstreams.

RELATED WORK

Many different covert channels have been explored in previous papers, exposing the “realism” of data
exfiltration from air-gapped systems. There are 4 main types of covert channels, namely electromagnetic,
optic, thermal, and acoustic covert channels (the last one is what we will be discussing in this paper). A
paper titled “A Survey of Covert Channels and Countermeasures in Computer Network Protocols”7 gives
a detailed overview of these types of covert channels along with their detection, elimination, and capacity
limitation to improve security in future computer networks.

Some work has already been done in the field, which includes the following papers: RAMBO Attack,
Diskfiltration, Fansmitter, BRIGHTNESS, etc.>**> Most of the work in this area has been done by
Mordechai Guri. These papers aimed to showcase the vulnerability of data in these systems, even if
they’re air-gapped, highlighting data security risks in sensitive areas such as military bases. These papers
also provided countermeasures to “diffuse” these cyber attacks and keep these systems’ data safe and
secure®’.

While most of the work in this area has been done by M. Guri, as I’ve already mentioned, the papers
titled ‘On Covert Acoustical Mesh Networks in Air’® and ‘A Survey of Covert Channels and
Countermeasures in Computer Network Protocols’” also investigate somewhat relevant areas. More
specifically, the first paper proposes a covert channel that utilizes audio modulation/demodulation with a
network stack that is based on a communication system that is adapted for covert communications by
utilizing the ultrasonic frequency range. It also shows how this scenario of covert acoustical
communications over the air medium can be extended to multi-hop communications and even to wireless
mesh networks. This covert acoustical mesh network is accessible via inaudible audio transmissions. Its
applications include the use for remote keylogging over multiple hops, and it also essentially makes
many typical security concepts useless, as they don’t consider acoustical communications. It also
discusses two countermeasures to the same, namely low-pass filtering in computing systems and a
host-based intrusion detection system for analyzing audio input and output to detect any irregularities.

Moving on to the second aforementioned paper, it acts as a survey of all major existing methods for
creating covert channels in network and application protocols. It also gives an overview of common
methods for their detection, elimination, and capacity limitation, required to improve security in future
computer networks. It also discusses four countermeasures, namely eliminating the channel, limiting the
bandwidth of the channel, auditing the channel, and documenting the channel.
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Electromagnetic Covert Channels

The most extensively explored are electromagnetic emissions, as discussed in a recent paper titled
“Air-Gap Electromagnetic Covert Channel” (2023), which exploits electromagnetic emissions from a
USB introduced into an air-gapped system, which can be modulated and received by a radio receiver'.
Other papers on the topic include "Soft Tempest: Hidden data transmission using electromagnetic
emanations",” which exploits EM emissions from a video card, AirHopper: Bridging the air-gap between
isolated networks and mobile phones using radio frequencies,"® which also exploits video card emissions
to break air-gaps similarly, “E. Thiele, "Tempest for Eliza,"”"" which uses a monitor to transfer radio
signals (an electromagnetic covert channel) to a radio receiver, showcasing an important data attack
concept which would then later be explored in-depth in various future papers and lastly "GSMem: Data
Exfiltration from Air-Gapped Computers over GSM Frequencies,”'? which exploited EM missions from

a motherboard as a covert exfiltration channel.

Optical Covert Channels

Papers that discuss optical covert channels include: “Information leakage from optical emanations,”"?

which used light from keyboard LEDs, and “Light-based printer attack overcomes air-gapped computer

214

security,”'* which used malware, remote lasers, and scanners to create an optical covert channel.

Thermal Covert Channels

The thermal covert channel has not been explored as much as the others, but this is one of the prominent
papers on the topic- “BitWhisper: Covert Signaling Channel between Air-Gapped Computers using
Thermal Manipulations,”" in Computer Security Foundations Symposium (CSF), IEEE, 2015”.'* This
paper exploited heat emissions between two neighboring compromised air-gapped computers and the
heat sensors of these systems to create a covert communication channel used for data exfiltration.

Acoustic Covert Channels

The acoustic covert channel is the one used and examined in this paper. Two other prominent papers on
the topic, besides those already mentioned (such as Fansmitter), are “On Covert Acoustical Mesh
Networks in Air.”® and "Bridging the Air Gap: Inaudible Data Exfiltration by Insiders."" The first used
audible and inaudible sound for attack, and the second introduced acoustic covert channel attack
scenarios with laptops and smartphones.

Research Gap

Across these four categories, the acoustic covert channel is the least dependent on specialised receiving
hardware. An electromagnetic channel requires a radio receiver, and a thermal channel requires a second
compromised machine placed close to the first, whereas an acoustic channel can in principle be received
by any nearby smartphone. Existing acoustic work, however, has generally relied on transmitter software
written specifically for the purpose, or has been carried out under controlled acoustic conditions. What
has not been established is whether the same channel can be reproduced using only consumer-grade tools
— an off-the-shelf fan-control utility on the transmitter, a general-purpose measurement app on the
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receiver, and no acoustic isolation of the room. This paper addresses that gap by attempting such a
replication and reporting the conditions under which it succeeds or fails.

PROBLEM STATEMENT

We evaluate whether a binary sequence can be transmitted from a speakerless air-gapped desktop to a
nearby smartphone using only fan-speed modulation driven by consumer fan-control software, and then
recovered offline from the spectral data the phone exports. The transmitter encodes each bit as one of two
fixed fan duty cycles held for a fixed interval; the receiver records the resulting sound and exports a
peak-frequency time series. The condition varied in the comparison is microphone distance: four
distances (20, 30, 40 and 50 cm) are tested, with four distinct 6-bit sequences at each, giving 16 trials and
96 transmitted bits in total. Fixed-speed control recordings at 0%, 25% and 100% duty establish the
baseline spectral behaviour of the two states and of the room with the fan idle. A transmission is judged
successful to the extent that the decoded sequence matches the transmitted sequence, so bit accuracy is
the primary measure; because each symbol is one of two states, 50% accuracy corresponds to chance and
is the threshold against which any claim of successful transmission must be assessed. The decoding
pipeline itself, and the way its parameters were chosen, are described under Signal Processing and
Decoding below.

METHODS

System Overview

The data exfiltration system is centered on a compromised air-gapped computer, which is also known as
the transmitter. In this system, the computer’s fans are repurposed from simply cooling the system to also
playing a role in the intruder’s attack to transmit data (assuming the computer is compromised).
Essentially, this method establishes an acoustic covert channel through the fan noise for data exfiltration.
In our method, we assume the fan speed is adjusted through potential malware being in the air gapped
system, which is very possible to do, as demonstrated in previously cited works.*'*'? The infected
computer would then collect the attackers’ desired sensitive data, such as passwords, and modulate it
over the acoustic soundwave signals from the computer’s fans. To encode the data over the fan’s acoustic
signals, the data must be modulated and in this paper binary data will be modulated over the fan sound
signals, which then transmit to a nearby receiver which can be as simple as a phone with a microphone
picks up these signals and this can be then demodulated by the intruders (creating a one-way
communication link between the air gapped systems’ fans and the intruder’s phone). The whole reason
this setup works in air-gap computers is that air and sound are the medium of transfer and not online
networks, which is why the air-gaps can be breached, as they were designed mainly against
internet-based cyber attacks.
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Experimental Setup

We used the “FanControl” app to control the fan speeds.'® We controlled it in terms of percentage,
increasing 50% per second when going from 25 to 100 in 2 seconds. The two percentages of fan speed
taken were 25% and 100% fan speed, and the software didn’t mention the RPM, but there was a
significant difference in sound between the 2 percentages. An iPhone 16 smartphone microphone was
used to capture the sound data. The application used was phyphox, particularly the audio spectrum
feature to find the Fourier transform.'” After each trial, we moved the phone 10cm away from the
computer for the next one to see at what point the distance of the phone from the computer made a
significant difference to the binary data modulated. We predicted that the further it goes, the less accurate
it would be due to the lesser proximity to the computer’s fans’ signals. It was in a straight line away from
the fan; we didn’t test the angles, and the microphone was oriented towards the computer. The
environment was quite noisy, but still realistic, to be frank, as it was in a shared space of people working
on projects such as this one. No significant steps were taken to minimize background noise. Still, we
didn’t feel this should matter significantly, as the signals of the acoustic soundwaves from the computers’
fans would be distinct from the rest of the background noise, allowing us to tell which one the
computers’ signals are looking at by examining the Fourier transform. The distances taken between the
transmitter and the receiver were 20cm, 30cm, 40 cm, and 50cm, and we used 4 distinct bit strings for
each distance, too.

Data Collection Procedure

We used specific 6-digit binary data sequences to exfiltrate the data. This binary data would be encoded
by the fan’s speed modulation, which has been discussed. Each recording was 30 seconds, and every 5
seconds, I would increase or decrease the fan speed from 25% to 100%, depending on the sequence, i.e.,
if it started with “10,” I would start with 100% and then decrease it to 25%. We intended that 100% fan
speed would be decoded as ‘1’ in binary and 25% as ‘0’ in binary. There was a slight issue, though, as the
fan would take 2 seconds to reach the intended value, as the maximum the software allowed me to
increase/decrease the fan speed was 50% per second, i.e., it would go from 25% to 75% to 100% in 2
seconds, leading to a slight delay in the timings taken. The number 5 seconds was taken to ensure
sufficient time for the microphone to decipher each bit. More specifically, the fan inertia and need for
sound stability led to a relatively long bit rate and hence a lower data rate. There would obviously be a
short gap between me increasing or decreasing the fan speed as well due to uncertainty, too. A 5-second
delay was implemented before starting the 30-second timer to reduce uncertainty, too. As the fan speeds
were modulated, the microphone obviously kept on recording this sound to pick up the binary data, and
the format was .csv. There were different conditions, though, such as an increase in distance by 10cm to
observe the differences in the accuracy of the data collected as the distance between the computer and
phone microphone increases.
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Signal Processing and Decoding

Figure 1. Peak-frequency trace from a single transmission run. The trace alternates between the two
fan-state plateaus (around 47 Hz at 25% duty and around 70 Hz at 100% duty), demonstrating that the
FanControl-driven bit modulation is cleanly recoverable as a peak-frequency time series.

Using the FanControl application, we identified a GPU fan that we could control in our system. We set
the fan speed of that fan at various fixed percent values, for example, 25% and 100%. We used these
values as a baseline for frequency identification. When the fan was set to 25%, we would take that to
mean bit 0, and when the fan was set to 100%, we took that to mean bit 1. We made sure no other
software was using the GPU fan or changing its speed during the experiment.

Control recordings were taken with the fan held at 0%, 25% and 100% duty in order to establish the
baseline spectral behaviour of each state. The resulting peak-frequency distributions and the decoding
boundary derived from them are shown in Figure 2. (A passage previously appearing here described peak
activity in the 300-700 Hz region; it referred to a figure not included in this paper and was inconsistent
with the measured 47 Hz / 70 Hz mapping used throughout, and has been removed.)
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Control runs: peak frequency distributions and decoding threshold
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Figure 2. Control runs: peak-frequency distributions and decoding threshold. The two fan-state
distributions separate around a midpoint threshold near 58 Hz, supporting the use of a single fixed
decoding boundary between the 25% and 100% states.

Our method uses binary frequency-shift keying (BFSK), in which each of the two symbols is carried by a
distinct tone produced by holding the fan at a fixed speed plateau. A 0 is sent with the fan at 25% duty
and a 1 with the fan at 100% duty, the 100% state producing the higher tone. This terminology is used
consistently throughout the paper. The FanControl app was instructed to increase the fan speed from 25%
to 100% at a rate of increase of 50% per second, or 2 seconds to change fan speeds from 25 to 100% and
vice versa. These values were chosen to produce clearly distinct frequencies, which have been discussed
previously. An earlier draft of this paper quoted nominal RPM-derived estimates of approximately 67 Hz
and 107 Hz for the two states. Those figures were estimates from nominal fan speeds and were not the
values observed in the recordings; they have been removed. Throughout this paper the two states are
described by their measured peak frequencies in the control recordings: approximately 47 Hz for the 25%
state (“0”) and approximately 70 Hz for the 100% state (“1”), with a decoding boundary near 58 Hz.
Each bit signal lasted 5 seconds before being changed, as there were 6 bits in each pattern chosen and
hence 30 seconds overall. At the end of the 5 seconds, I changed the speed on the FanControl app, which
would have an effect after 2 seconds of the FanControl App increasing the speed by 75% or reducing it
by 75%, creating distinct binary states. We also had 5 seconds before starting the 30-second timer to
minimize initial uncertainty. A longer bit period is likely to be more reliable for data collection, but the
con for this is that the data rate of transmission would be even slower, which is quite a common
occurrence in the acoustic covert channel. Only one fan was able to be controlled properly by the
FanControl app, as it was the only one where there was an audible difference in the sound of the fan after
changing the fan speed percentages. We were unable to use multiple fans as a result.
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Each message was composed of 6 bits, and there was no specific known preamble sequence before the
actual data payload. To replace this, we decided to use a 5-second preamble timer before starting the
actual timer to reduce initial uncertainty. However, if we did use a preamble sequence, it would help the
receiver/microphone detect the start of a transmission and synchronize the bit timing while also
providing the receiver with a “standing out” signal in the processed signal or a distinct audio signature.
This addition could be a useful addition to improve the reliability of the experiment. The 5-second
preamble timer allowed us to decrease timing uncertainty and also set the fan speed to the corresponding
state of the first bit of the given bit pattern, which helps increase the accuracy of data transmission.

After this preamble time, the actual desired data bits for the attacker start to transmit. This would be
especially useful for small pieces of data like passwords due to the low transmission rate of the channel.
Due to this slow speed of the channel, only the critical information is sent. Due to the change from one
bit to another taking 2 seconds in the FanControl app, at the end of the 5 seconds of each bit, there would
be a short gap to separate repeating transmissions, for example, a 1 followed by another 1. Note that, for
the first bit right after the preamble, there was no such 2-second gap, as this was already set up according
to the first bit state in the 5-second preamble time period. This gap, as a result, helped prevent
overlapping frames. We repeated the procedure for multiple distances and bit patterns, which will be
discussed elsewhere, to enhance the reliability of the experiment and also to understand the extent to
which the distance of the receiver from the speaker affects the accuracy of the binary bits decoded.

After capturing the audio, the receiver must process the raw signal to extract the useful data via signal
processing techniques such as Fourier analysis. These techniques are used to detect the fan’s speed
changes in the recording and hence interpret the data (0’s and 1’s).

In the “phyphox” app on the phone (receiver). We chose the audio spectrum option in this app, which
allowed us to analyze the Fourier transform of each binary bit pattern, and then we extracted the data in
.csv format. The Fourier transform is essentially just a technique used to decompose a signal into its
fundamental frequencies, specifically, how much of each frequency is detected, from which we could
detect the frequencies that correlate to the frequencies of the 0 and 1 binary states of the fans or 25% and
100% speed, respectively. Given the earlier analysis, if the fan frequencies are around 40-120 Hz, for
example, the Fourier transform allows us to focus on those specific frequencies in that range and
differentiate them from frequencies outside that range. This technique, hence, allowed us to eliminate
environmental sounds that are not in the expected range of the fan’s noise.

This processed data is then analyzed to see the prominent frequency changes. We used the
aforementioned Fourier transform to create a spectrogram graph, which essentially allowed us to
compute the frequency spectrum for each overlapping time window (which the graph helped create by
splitting up the audio recording into these windows), showing the peak frequency at each moment in the
audio recording. This allowed us to understand the shifts between the two prominent frequencies
visually, but for deeper analysis, we used Python code to observe them. This program allowed us to
essentially scan the spectrum of a particular time segment to find the frequency of the maximum power,
which should logically be the fan’s tone if the signal is clear, and hence when you increase the distance of
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the receiver from the transmitter, the signal will become less and less clear, and hence, the interpretation
of the data will also become less accurate. The overall result of this procedure is just a list of the peak
frequency values or, ideally, the fan’s tone indexed by time, converting the raw audio data extracted from
the app into a clear representation of the peak frequency vs time curve, showing the shifts of the most
prominent fan tone through the course of the transmission. The data of this curve needs to be aligned
with the known bit duration of the particular bit string. The receiver knows how long each bit lasts
(which has been discussed in previous sections), allowing the analysis to decompose the peak frequency
timeline into individual bits.

Parameter Selection

The decoding pipeline has three free parameters: a decision threshold applied to the peak-frequency
series, a start offset locating the beginning of the six-bit frame, and a stretch factor scaling the assumed
frame duration. The offset and stretch factor are required because the fan transitions were triggered by
hand rather than by software, so the exact start time and pacing of each transmission are not known in
advance. All three were selected by exhaustive grid search. Candidate thresholds were drawn from the
30th to the 70th percentile of each recording’s in-band (20-300 Hz) peak-frequency distribution in steps
of five percentiles; candidate stretch factors ran from 0.85 to 1.15 in steps of 0.05; and for each stretch
factor, nine candidate start offsets were tested, spanning zero to one window length. This gives 567
parameter combinations per recording. For each combination the peak-frequency trace was divided into
six equal windows, and a vote ratio — the fraction of samples in that window exceeding the threshold —
was computed for each. The combination retained was the one that maximised mean closeness to the
transmitted bit sequence, where closeness is defined as the vote ratio for windows whose transmitted bit
is 1 and one minus the vote ratio for windows whose transmitted bit is 0. Decoded bits were then assigned
by thresholding each window’s vote ratio at 0.5, and the soft-error rate reported below is 100 x (1 — mean
closeness) under the retained combination. The selected threshold was therefore not constant across
recordings: values of 23.4 Hz, 46.9 Hz and 70.3 Hz were retained for different runs.

RESULTS AND DISCUSSION

This section presents the key outcomes of the experiments. A total of 16 trials were conducted at four
microphone distances—20 c¢cm, 30 cm, 40 cm, and 50 cm—relative to the fan exhaust.

Spectral Separability

Spectral separability refers to how clearly the two fan states (bit 0 vs bit 1) can be distinguished in
frequency space.

Across runs, the exported peak-frequency traces (Figure 1) and spectrograms showed two recurring
frequency bands associated with the two fixed fan duty-cycle settings. In our setup, the low-duty state
(25%) typically clustered around ~47 Hz, while the high-duty state (100%) clustered around ~70 Hz.
These clusters were not perfectly clean: the peak tracker occasionally jumped to higher harmonics or
noise-related peaks, especially in louder background conditions. However, the repeated reappearance of
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two dominant bands provided measurable structure that could be used for decoding. These baseline
clusters and the decoding threshold are summarized in Figure 2.

Rather than relying on perfectly timed 5-second boundaries, the analysis treated timing as uncertain
(because fan transitions were not instantaneous and were manually triggered). The decoding pipeline,
therefore, used the peak-frequency time series to evaluate candidate segmentations by sweeping over
small timing offsets and slight stretch factors, and it selected thresholds from quantiles of the in-band
peak-frequency distribution. This best-fit approach exploits the fact that, when the two fan states are
spectrally separable, the fraction of samples above a threshold (“vote ratio”) changes systematically
between low and high states.

Figure 3 illustrates this effect by comparing an example near-distance run (where the two frequency
bands are more consistently separated and the decoded bit pattern largely matches the transmitted
pattern) to a far-distance run (where spectral overlap and peak-tracking instability increase and the
decoded pattern degrades).
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Figure 3. Expected vs decoded bit patterns at near and far distances. At the closer distance, the decoded
pattern closely tracks the transmitted bits, while at the far distance, spectral overlap and peak-tracking
instability cause repeated bit flips — showing that distance, not encoding, dominates the error budget.

Performance

Bit patterns such as ‘011010° were transmitted using preconfigured high and low fan states and decoded
from exported peak-frequency data using an offline analysis pipeline. We report two error measures:
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binary error and soft error.

The Python pipeline loads each run’s “Peak History.csv”, which is a time series of dominant (peak)
frequency values. As there is a potential that the fan transitions are not perfectly aligned to the intended
timing, the script has to search over the entire time-series data. We use a “best-fit procedure” that
searches over: a decision threshold, which is picked from quantiles of the in-band peak-frequency
distribution; a small time offset, which can be varied; and a stretch factor that slightly rescales the
window duration we are exploring. We sweep over the settings and then divide the recording into six
windows, and then find a “vote ratio” over the window. This is the fraction of samples whose peak
frequency exceeds a certain candidate threshold.

The binary decoded bit for each window is then a hard decision: if the vote ratio is greater than 0.5, the
bit is decoded as 1; otherwise, it is decoded as 0. The binary error rate is the percentage of bits where this
decoded bit differs from the transmitted (expected) bit.

The soft metric uses the same vote ratios but scores them continuously instead of forcing an
all-or-nothing decision. For each window, a “closeness” score is computed as the vote ratio when the
expected bit is 1, or (1 — vote ratio) when the expected bit is 0. The soft error rate is then calculated as
100 % (1 — mean closeness). In other words, soft error penalizes confident wrong windows more than
borderline windows, and it gives partial credit when the vote ratio is near the correct side of the
threshold, even if the hard decision flips.

- Error vs Distance (Binary vs Soft)
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Figure 4. Error vs distance for binary vs soft scoring. Both error curves grow steadily with distance, but
the soft-error curve sits a few percentage points below the binary-error curve at every range, indicating
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that the channel often produces partially-correct decodings even when full bit recovery fails.

Looking at Figure 4, soft error rates are consistently a few percentage points lower than binary errors
across most distances. This means that even when the system makes decoding mistakes, it often gets
“close” to the correct bit. At 20 cm, for instance, although some binary errors occur, the soft scores
suggest those mistakes were borderline. This gap also confirms that the decoding algorithm’s confidence
degrades gradually—not abruptly—as distance increases. It also shows that even at longer distances, the
signal still carries some useful structure.

Interpreted practically: the covert channel remains partially intelligible even when full bit recovery fails.
For defensive systems, this suggests countermeasures must degrade not just decoding success but signal
clarity itself. For attackers, it means the method might still extract partial secrets in imperfect conditions.

CONCLUSION

This replication study shows that fan-speed modulation on a commodity Windows desktop can produce a
measurable acoustic signature that carries decodable structure, but only under short-range conditions in
our setup.

Using two fixed fan duty-cycle states and an offline peak-frequency decoding pipeline, we were able to
recover some 6-bit patterns at close proximity; however, decoding performance degraded substantially as
microphone distance increased and as peak-tracking became less stable in a realistic, noisy environment.
Beyond short distances, the channel became unreliable for consistent bit recovery.

These results highlight several practical constraints that limit the real-world usefulness of the channel:
the bandwidth is inherently low (with ~5 s per bit plus transition time, the throughput is only about
0.1-0.15 bits/s, so only very small payloads are realistic), performance is strongly distance-sensitive (our
error rates worsened substantially as the microphone moved farther away, implying the receiver must be
placed close to the system), environmental variability matters (background noise and peak-frequency
tracking instability reduced spectral separability and directly hurt decoding), and the modulation itself
may be detectable (switching between two fan states can be audible in quiet settings, increasing the
chance of human notice).

Despite these limitations, the study reinforces a broader security point: even without speakers or network
connectivity, physical side effects can create unintended communication paths. As a low-cost mitigation,
defenders can reduce channel reliability by introducing controlled randomness into fan control (e.g.,
small PWM jitter or brief, irregular speed perturbations), which would blur spectral separation and
weaken timing consistency without requiring new hardware. Future work should evaluate such
countermeasures experimentally and test more robust decoding methods under varied acoustic conditions.
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